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ความมัน่ใจในโลกออนไลน์

“On the Internet, no-one knows you’re a dog”



ตวัอยา่ง Case ในเมืองไทย
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All users cannot know all the attacks

Phishing

Identity Theft

Fraud

Viruses

Pharming

Trojan Horses
Spyware

Scams



Raising Trust And Improving Security For Consumers

5Strong Authentication & Trust Services

Organisations Users/Devices

• Must establish trust with 
their users through security 
and reputation services 

• Must authenticate and 
manage user identities

• Must be able to verify the 
security and reputation of 
the on-line organization 
prior to interaction

• Must be able to present 
identity credentials before 
accessing sensitive or 
personal information

Trust The Organisation

Trust The User

Symantec Enables Mutual Authentication & Trust

VeriSign® Identity Protection Network

Cloud Based One Time Passwords SSL & Trust ServicesFDS & Risk Analysis

http://www.motorola.com/motoinfo/product/images/0,,69,00.html


Trust the Organization
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Phish or No Phish



Phish or No Phish (cont)



อกีหนึง่พฒันาการดา้นความเชือ่มั่นออนไลน์

• CA / Browser Forum ถกูจัดตั้งขึ้นเพือ่ก าหนดมาตรฐาน 
Extended Validation ส าหรับ SSL Certificate

– CA / Browser Forum ประกอบไปด้วยผู้ให้บริการ certification authorities 
(CAs) และผู้พัฒนา Internet browsers

– www.cabforum.org

• SSL Certificates จะมาพร้อมกับ EV status

• Backward compatible

– Older browsers display certificates just as they do today



How it works

• Authentication of identity

– Standardized authentication procedure

– CA is audited against this procedure

– Verify

• Organization is a valid registered entity

• Control and ownership of domain

• Employment and authority of certificate requestor

• Indication of EV status

– Certificate contains EV marker

– Browser compares in real time to EV-approved roots 



The EV SSL user experience

• Over 85% of browsers used today can 
display the green address bar

• Includes: Internet Explorer 7 and 
higher, Firefox 3.0 and higher, Safari 
3.2 and higher, Opera 9.X and higher, 
Chrome, and the iPhone

Address bar turns green 

assuring they have 

reached the right site

Security status bar 

indicates the company 

you are talking to

Organization name is 

highlighted in green



Other visual cues



User compromise

13

1. Attacker compromises 

Web server

2. Users visit 

legitimate website

4. Malicious server 

exploits vulnerability to 

install malicious code

3. User is 

redirected to 

malicious server

ISTR XIV

http://www.symantec.com/enterprise/security_response/weblog/upload/2007/05/Mpack 3 sm.jpg


แนะน า VeriSignTrust Seal

• สร้างความมั่นใจให้แก่ผู้ใช้ด้วยการรับรองจาก VeriSign 
(Authentication)

• คอยดูแลผู้ใช้และเวบไซต์จากมัลแวร์ (Web Site Malware 
Scan) 

– ป้องกนัไมใ่ห้เวบไซต์เราถูกจัดอยู่ใน Blacklist ของ Search Engine

– ลดความเสี่ยงผู้ใช้จากการติดมัลแวร์ผ่านการเชื่อมโยงมาจากเวบของเรา

• VeriSign Seal-in-Search
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ตวัอยา่งการท างาน
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The VeriSign

• VeriSign Inc is the SSL solution chosen by

– 93% of the Fortune 500

– 97 of the top 100 banks that use SSL

– 81% of the largest e-commerce merchants in North America

http://www.newyorklife.com/cda/0,3254,,00.html
http://www.hsbc.com/
http://www.ebay.com/
http://www.fedex.com/us


Trust the User
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Digital Certificates (PKI)

PKI service issues certificates 
for strong authentication, 

encryption and digital signing

eCommerce Financial Services

EnterpriseGovernment

Symantec Authentication Product Family Today

Shared cloud-based two-factor 
authentication solution offering 

multiple credential choices

One Time Passwords (VIP)

RISK SCORE

Rules Eng. Behavior Eng.

Risk-Based authentication and 
software-based fraud detection

Fraud Detection



Symantec – Digital Certificates Solution

Public Key Infrastructure

Presentation Identifier Goes Here 19



รูจ้กั Digital Certificates & Public Key Infrastructure

• Certificate เชื่อมโยง “public key” กับเจ้าของน้ันๆ
– มีข้อมูลเกี่ยวกับเจ้าของ 

– ข้อมูลเกี่ยวกับผูอ้อกใบรับรอง

– Validity and Expiration Dates

• Certificate เป็นรูปแบบในการกระจาย Public Key

• มักถูกเซ็นรับรองโดย 3rd party ที่ท าหน้าที่ตรวจสอบตัวตน
เจ้าของ Certificate ใหแ้ล้ว (ตัดปญัหาใบ Cert ปลอม)

• PKI มักประกอบไปด้วย
– Certification Authorities

– Registration Authorities

– Directories

– PKI-enable applications

– Policies & procedures (อาจครอบคลุมถึงกฎหมาย)
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Symantec Managed PKI
Lowers Cost and Reduces Complexity

Build Your Own (In-house) PKI

Servers

Secure 
Facility

Databases

PKI Software

Cost and complexity of in-house solution 

mitigates benefits

Trust &Train 
IT Personnel

Accreditations

 Lower total cost of ownership

 Proven, reliable infrastructure and 
secure operation

 Fast deployment in state-of-the-art 
secure datacenter

 Proven scalability

 24/7 support

 Binding SLAs

 Accredited PKI back-end and 
policy

Symantec Managed PKI Services

Trust & Train 
Operational 
Personnel

Your  PKI 
Administrator

Firewalls

vs.



• Strengthen integrity and audit potential 
of electronic transactions

• Primary integration points: Email, Adobe, 
and custom applications

• Protect sensitive information whether 
data is in transit or at rest

• Primary integration points: Email, disk, 
file/folder, and databases

• Prevent unauthorized access 
through enhanced authentication

• Primary integration points: Web applications, 
remote access, desktop logon, and wireless

What PKI Enables…

Strong 

Authentication

Digital 

Signatures

Encryption



PKI Use Case
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Protecting Customers’ Banking PINs Using Certificates

Administrator authenticates into a 

secure VeriSign portal and uploads 

device details

Administrator 

downloads the batch 

file, uncompresses, 

and decrypts

Digital certificates injected 

into devices

Internet

Ongoing remote 

management of keys

Secure PIN 

transport over 

ATM Network

Certificate request is processed 

and a batch file is generated

Hosted PKI Infrastructure

PKI platform that hosts the CA and 

Control Center

2

Secure PIN

transport over

ATM Network

1

3

4

Internet



บรกิาร Symantec Secure E-mail 
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บรกิาร Symantec Secure E-mail 
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4 หลกัส าคญัของ Trust

• Authentication

– Identity ของผู้ใช้หรอืแอพพลเิคชัน

• Confidentiality

– ข้อมูลมีความเปน็ส่วนตวั

• Integrity

– ข้อมูลไม่สามารถถูกปลอมแปลงแก้ไข

• Non-Repudiation

– ข้อมูลไม่สามารถถูกปฏิเสธความรบัผิดชอบ
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เกิดขึน้ได้หากเราสามารถดแูล...



พรบ. วา่ดว้ยธุรกรรมทางอเิล็กทรอนกิส ์(ฉบบัที ่2)

Cloud Computing (Truth behind the Hype) 28



บรกิาร VIP Authentication 

VeriSign Identity Protection (VIP)
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แนะน าบรกิาร VIP Authentication Service

• two factor authentication
• เป็นบรกิารทีอ่ยูใ่นระบบคลาวด,์ high availability.
• Full self service APIs with extensive 

documentation, integration guides and sample 
code. 
– สามารถ Integrate เพือ่ใชง้านไดภ้ายใน 1 อาทติย!์

• Multiple form factors and delivery methods:
– Hardware credentials (OATH open standards, multiple vendors)
– Software credentials (Browser tool bar)
– Mobile credentials (iPhone, Android, Blackberry, 650+ phones)
– Embedded credentials (embed into your own mobile application)
– SMS credentials (SMS to user phone)
– Voice credentials (Automated phone call reads out OTP to user)

• Credential สามารถใชง้านไดก้บั multiple member sites
– ผูใ้ชไ้มจ่ าเป็นตอ้งม ีCredential แยกส าหรับใชง้าน OTP ของแตล่ะเวบไซต์
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VIP Authentication: Sharing Second Factor Authentication

CARRIERS

FINANCIAL

RETAILERS

PORTALS

NETWORK MEMBERS VIP NETWORKCONSUMERS / USERS

NETWORK OPERATOR

ID#: X13GH2

OTP: 929424

Jasmine 

ID#: X13GH2

OTP: 625923

ID#: X13GH2

OTP: 779294

ID#: X13GH2

OTP: 442929

Token ID: X13GH2

UID: Jasmin123

PWD: *******

UID: JDahl89

PWD: *******

UID: Jshops

PWD: *******

UID: Jazzgirl

PWD: *******



VIP Mobile Application

• ไมม่คีา่ใชจ้า่ยในตวั Mobile Application

• ดาวน์โหลดไดฟ้รีจาก http://m.verisign.com และ App Stores

– Apple AppStore, BlackBerry AppWorld, Android Marketplace

• อปุกรณท์ีร่องรบั

– มากกว่า 650+ popular handsets

• RIM, Apple, Moto, Nokia, LG, Samsung, 

Sony Ericsson, Sanyo, Pantech and more

• Generic version supports most J2ME phones 

http://m.verisign.com/


จุดเดน่ของ Symantec VIP

• Best ROI เม่ือเทียบกับ Traditional OTP

–  ติดตัง้ง่ายไม่ต้องมีการลงทุนด้านฮาร์ดแวร์และการบ ารุงรักษา

• Web Service API

• Developer tools available: https://vipdeveloper.verisign.com

–  มีความเสถียรสูง

– ลูกค้ามีทางเลือกหลากหลายในการได้มาซึ่ง OTP

• ค่าใช้จ่ายในส่วนของ Hardware Token, ค่า SMS

– Shared Credential

• https://idprotect.verisign.com/wheretouse.v

https://vipdeveloper.verisign.com/
https://idprotect.verisign.com/wheretouse.v


VIP Consumer Authentication

Master Credential 

Database

VeriSign VIP Authentication Service

· Security Code 

Validation

· Credential State 

per VIP Member

· Second Level 

Support
End User with VIP 

Credential

SOAP 

Web Services

External Web 

Application

Existing User

Database

Login using username,

 password, OTP 

from VIP credential



VIP Enterprise Authentication

Enterprise Network

One Credential

Many Services

VeriSign Enterprise Gateway

RADIUS / SOAP / Plug-in RADIUS and SOAP Interface

LDAP/AD/ODBC Connector

End User With VIP

Credential

Master Credential 

Database

VeriSign VIP Authentication Service

· Security Code 

Validation

· Credential State 

per VIP Member

· Second Level 

Support

End User With VIP

Credential

In The Cloud

Other VIP Network

Member Cloud 

Services

If VIP Network Sharing Is Enabled

Administrator Or

Helpdesk Officer With VIP

Credential

User Visits Local Site, Where SAML Assertion 

Passes Through To The VIP Cloud Portals

End User Self-Service Portal

Administration Portal

Access From Inside or Via VPN

Access From Inside or Via VPN

Citrix/Web

Application

Servers

Enterprise 

Directory

Webmail

Server
Enterprise

VPN

Configuration Portal

Systems

Administrator
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Out-of-Box Integration With Existing Applications

Windows Logon Wi-Fi Logon (802.1X) Outlook Web Access Citrix Metaframe

Tivoli Access Manager Unix PAM

Validation SDK 

also available

Secure Remote Access



Demo VIP (OTP)
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Thank you!

Copyright © 2010 Symantec Corporation. All rights reserved. Symantec and the Symantec Logo are trademarks or registered trademarks of Symantec Corporation or its affiliates in 
the U.S. and other countries. Other names may be trademarks of their respective owners.

This document is provided for informational purposes only and is not intended as advertising. All warranties relating to the information in this document, either express or implied, 
are disclaimed to the maximum extent allowed by law. The information in this document is subject to change without notice.

Thank you!
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