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“On the Internet, no-one knows you're a dog”
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All users cannot know all the attacks

Viruses

\ ! Pharming

Identity Theft s /

Phishing

Spyware Trojan Horses
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Raising Trust And Improving Security For Consumers
Symantec Enables Mutual Authentication & Trust

Organisations

e Must establish trust with
their users through security
and reputation services

e Must authenticate and
manage user identities

Trust The Organisation

>

Trust The User

Users/Devices

e Must be able to verify the
security and reputation of
the on-line organization
prior to interaction

e Must be able to present
identity credentials before
accessing sensitive or
personal information

Cloud Based One Time Passwords

FDS & Risk Analysis

oAl | @)

SSL & Trust Services

Ver|S|gn
Trusted

VERIFY »

VeriSign® ldentity Protection Network

Strong Authentication & Trust Services
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Trust the Organization
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Phish or No Phish
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File Edit View Favorites Tools Help '@ 7
W 88] vl (& verisign Phish or No Phish? X | & nooooooooooo | | - - (= v b Page v (O Tools -

I
\/griSign-‘- Which one is the phishing site? Torip

/& Bizy Bank - Microsoft Internet Explorer (-oJEd| @ Bizy Bank - Microsatt internet Explorer o
File Edit View Favoites Tools Help :? File Edit View Favorites Tools Help :?
G—.T v |&  https:/vaw bizybank com/defautt.asp VV_] 8 9 X G—:—\ v £ https:www.bizybank com/defaut.asp :J & ¥ | X

% & | 4 Bay Bank | 8- 8 m-rwe- Ghoer | | &[4 By Bank | 8- Tk Pagey ) TS
\“ BANK

W Small Businass Corporate Banking Investment Services

Dnline Banking Signin  Learn More About:
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Checking and Savings
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°9 Crecking Accounts | Savings | Accounts | CDs | Check Cards Log . .
Usemame Usemame We have detected a slight error in your account,
Cradit Cards and Prepaid Cards You must cick the login fink on the lef: and
Cedit Cards | Gift Cards | Your Online Credit Card Account | complete al steps as we are frying to verify your
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Loans and Credit Lines identity. If you choose tc ignore our request, you
Home Martgage| Loans | Refinance | Student Leans | leave us nc choice but to temporarily suspend
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About Us | ConactUs | Privacy Policy | Site Map  ABA/Routi About Us | Contact Us | Privscy Policy | Site Msp | ABA/Routing Number
© Bizy Bank Corporation and VeriSign, Inc. All rights reserved. © Bizy Bank Corporation and VeriSign, Inc. All rights reserved.
2] SJ Localintranest 2] % Local ntranest |

® 1995-2009 VeriSign, Inc. All rights reserved.
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Phish or No Phish (cont)
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e CA / Browser Forum 9nanasdiuliNnafitviuauInggiu
Extended Validation d1115u SSL Certificate

— CA / Browser Forum Usznavuluananliuanns certification authorities
(CAs) uazwwmun Internet browsers

— www.cabforum.org

« SSL Certificates azuwsaunu EV status
« Backward compatible

— Older browsers display certificates just as they do today
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How it works

e Authentication of identity

— Standardized authentication procedure
— CA is audited against this procedure
— Verify

e Organization is a valid registered entity

e Control and ownership of domain

e Employment and authority of certificate requestor

¢ Indication of EV status

— Certificate contains EV marker

— Browser compares in real time to EV-approved roots

v Symantec. -



The EV SSL user experience

/= send Money, Pay Online or Set Up a Merchant Account with PayPal - PayPal - Microsoft Internet Expla - |EI|5|
@;} - I?Uhttps:,l',l'www.paypal.mm,l' j|ﬁ PayPal, Inc. [US] | | X IGDDgIE 2~
Address br?r tuhrns green ~ Security status bar
assur:mdg th ey r::lve. indicates the company
reached the rg t site you are talking to

) send Money, Pay Online or Set Up a Merchant Account with PayPal - PayPal - Mozilla Firefox 10| x|

File  Edit  YWiew Hiskory  Bookmarks  Tools  Help

i; - c % iy mhttps:,l',l'LJ\JLJ\Iw.|:n.5q.:'|:a|.cu:um,|l i I"l'|| ‘;

Organization name is
highlighted in green qv

@ sSend Money, Pay Online or Set Up a Merchant Account with PayPal - PayPal =1Ol x|
‘ File Edit Miew History Bookmarks  Window  Help
< > ||+ Phttps:fwwew.paypal.comy 8 ¢ | Qr Google | O g~
L m 3
Over 85% of browsers used today can * Includes: Internet Explorer 7 and
display the green address bar higher, Firefox 3.0 and higher, Safari

3.2 and higher, Opera 9.X and higher,
Chrome, and the iPhone
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Other visual cues

/= UCSB Department of Chemistry and Biochemistry Computer Network Support - Microsoft Internet Ex - |EI|£|
@::/ - |g, htkps: ) fultra, chem. ucsh, edufmailf j|@ Zertificate Error | || X IGDDgIe B
J File Edit “iew Favorites  Tools  Help J QSHHQR [t
il:i' aly @Certificate Error: Mavigation Blocked | | J ﬁ < E - F@-?I < ﬁpage @ >
x =
3 '!3' Certificate Invalid
|,.@ There is a probler ™ rtificate.
The security cedificate presented by this
_ - wehsite has errors. _ )
The security certificate . o ris not yet valid.
The security certificate | This problem may indicate an attempt to r a different website's address.
foolyou orintercept any data yvou send to
. . ) the satvar. . i
Security certificate prob u or intercept any data you
send to the server.
We recommend that vou close this
wehpage. ) . -
We recommend that 1 _ ontinue to this website.
Ahout cedificate errors
& Click here to close tH
i i Yiew cerificates
B¥ Continue to this weH
® More information :I
T 6 mnternet H100% v
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User compromise

1. Attacker compromises
Web server

3. Useris
edirected to
malicious server

> BT
:. o
2. Users visit
legitimate website &
4. Malicious server
exploits vulnerability to

install malicious code

Ny

4 ““‘
@ Pt

Vg
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uru VeriSign™ Trust Seal

o devAuan1TLAK LR8N 155U5a9910 VeriSign
(Authentication)

« padauan lgazlIu loaannlaus (Web Site Malware
Scan)

— flasnu Ly lodisngnanaslu Blacklist wavy Search Engine
— aAAINULF K THINNNIFTAMNALITNIUNISLTIN TEINIINLILUDILS

* VeriSign Seal-in-Search

A Verisian "\ VeriSign .
Pz )

Trust the transactions Trust the Web site

\
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€ VeriSign Trust Seal - Windows Internet Explorer
52 ] a B Tl T s - —
S \ ¢
< G : > |@ https;//.. ¥ *‘ W | 4
File Edit View Favorites Tools @ u A T e N T A — =
x Google File Edit View Favorites Tools Hel
g8
\ ; | P . Poo T«] v = ; =
1.7 Favorites | 5.5 @) IT Service D | * & gle [2] B search - { e~ o Signn
S s e \ =~ - »
: 5..r Favorites ‘ = IT Service Desk @ | Prg | Syminfo
! @] Welcome to K-Cyber Banking W 5 @ @]Prg | &]sy
A— | == % 0 g L] 2%
}@ VeriSign Trust Seal ‘ {n’j = v [ (= v Pagev Safety~v
Pz s
Trusted
5/20/2011 11:45
ebank.kasikernbankgroup.com uses VeriSign services as follows:
SITE NAME: ebank.kasikornbankgroup.com
S CERT;_?ACTAJ:: Valid (Feb 10, 2011 to Feb 10, 2012)
suanldam _ COMPANY/  KASIKORNBANK Public Co Ltd
ORGANIZATION: Ratburana
suanu _ Bangkok, TH
i This Web site can secure your private information using a
po VeriSign SSL Certificate, Information exchanged with any address
1e13a n = beginn ith https is ted SSL befora transmission,
KASIKORNBANK Public Co Ltd has been verified as the owner or
) sruanduauinis aperator of the Web site located at ebank.kasikornbankgroup.com.
A ay Official records confirm KASIKORNBANK Public Co Ltd as 3 valid
) dasialduinns o business.
» ernfvaauuuvasy ] One or more sub-domains within kasikornbankgroup.com passed
) érmuiinaannian the VeriSign malware scan on May 20, 2011 (UTC).
]
> wiquariuawfa
q‘ % N . For the highest level of trust and security while visiting sites,
b matianiasunlaaasia make sure that the address (URL) of the site that you visit == REPORT SEAL MISUSE
" matches the address that you expect and that the address of
& this page begins with "https://trustsealinfo.verisign.com”,
This site chose the VeriSign Trust Seal to promote trust online => LEARN MORE
with consumers.
VERIFYS /' Trusted sites | Protected Mode: Off vy ®100% v |

& Internet | Protected Mode: Off &
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The VeriSign
e VeriSign Inc is the SSL solution chosen by 0

— 93% of the Fortune 500

— 97 of the top 100 banks that use SSL o

— 81% of the largest e-commerce merchants in North America

eV Rl gEE cnso 0O

J.ﬁ EXTRADE  ggg/yZ match.com GEICO

il

. N
wnwock  @Sprint. Scottrade  Cfti  FedEx.

'ore broker for your money.
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Trust the User
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Symantec Authentication Product Family Today

Digital Certificates (PKIl)

-

PKI service issues certificates
for strong authentication,
encryption and digital signing

082263
&

Shared cloud-based two-factor
authentication solution offering
multiple credential choices

Rules Eng.  Behavior Eng.

| RISKSCORE |

Risk-Based authentication and
software-based fraud detection

---’

Government

1 1

' '

' |

' '

'

: Enterprise

l -~

eCommerce o LOON I
- L /—

o 009000’°

----*

Financial Services




Symantec — Digital Certificates Solution
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590 Digital Certificates & Public Key Infrastructure

- Certificate tfanlev “public key” NULINVDIUUS
— fidiayaiAsafuidivas
— dayafsrdugaaniususas
— Validity and Expiration Dates

» Certificate 1Hugluuuunisnszany Public Key

e AnALEUI U IAL 39 party NYINUUNINGIFaUAINU
19149 Certificate 1¥iuan (antleynin’lu Cert Uaan)

« PKI sinilaznavuldane

— Certification Authorities

— Registration Authorities

— Directories

— PKI-enable applications

— Policies & procedures (an3AsauAquiivinrug)
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Symantec Managed PKI

Build Your Own (In-house) PKI

© & B

Trust &Train
PKI Software |7 parsoncol Servers .
— =
. ‘ Firewalls

—— Trust & Train S
Operational ecure
Databases Personnel Facility

Ll e
e

Accreditations

Cost and complexity of in-house solution
mitigates benefits

VS.

Symantec Managed PKI Services

[ —

Your PKI
Administrator

Lower total cost of ownership

Proven, reliable infrastructure and
secure operation

Fast deployment in state-of-the-art
secure datacenter

Proven scalability

24/7 support

Binding SLAs

Accredited PKI back-end and

policy
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What PKI Enables...

N
e Prevent unauthorized access
Strong through enhanced authentication
S . Primary integration points: Web applications,
remote access, desktop logon, and wireless
\ J
N
e Strengthen integrity and audit potential
Digital of electronic transactions ]0'*'?01
Signatures o primary integration points: Email, Adobe, 10] =
and custom applications
C J
N
e Protect sensitive information whether
data is in transit or at rest
Encryption @ﬁ
e Primary integration points: Email, disk,
file/folder, and databases
)\ N J




PKI Use Case

Presentation Identifier Goes Here
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Protecting Customers’ Banking PINs Using Certificates

s Iriton DEBOLD

(B Administrator authenticates into a
secure VeriSign portal and uploads
device details

Hosted PKI Infrastructure

PKI platform that hosts the CA and
Control Center

Internet Certificate request is processed

Administrat and a batch file is generated
3 ministrator

downloads the batch <
file, uncompresses,
and decrypts

Digital certificates injected
into devices

Secure PIN
transport over

ATM Nw,
e

v

A

Ongoing remote
management of keys




U3n15 Symantec Secure E-mail

(= Digital ID Center - Windows Internet Explorer

{2 Digital ID. Enrollment - Windows Internet Explorer

X BienneSoft ’

¢ Favorites | 55 & Adobe Acrobat ,HROnIine @ sug ites v 1§

. Microsoft end-user Enrollment |

r—— :
@'\;—_;j A4 {. https://onsite verisign.com/services/S V| 4 ‘ W|[*2 [ X
File Edt View Favorites Tools Help

v] Search <E> YouTdl ™
3 5.7 Favorites

‘ o Digital ID Enroliment

([=](-3

X BienneSoftl l Search 4' &ﬁ YouTube 72 Options ~

»

v £ ITHelpdesk &) Prg 9 Syminfo

=% € Adobe Acrobat , HR Online é Suggested Sites

P,E.lq v Page v Safety v Tools » v@'v i

know-how, or, or any other intellectual property rights.

15. Non-Assignment. Except as otherwise set forth h
rights under this Agreement are not assignable or tran
attempt by your creditors to obtain an interest in your r|
this Subscriber Agreement, whether by attachment, le
or otherwise, renders this Subscriber Agreement voida
VeriSign's option.

Message from weh
16. Notices. You will make all not

I D VeriSign with respect to this Subsd 2 Confirm yol
Attn: General Counsel, VeriSign, I \-/ nopchai_t
Mountain View, CA 94043.
If your e-n}
17. Survival. This Subscriber Agri conet Ll
long as the Certificate remains vali 1F the e-m.

provision of this Subscriber Agree

18. Privacy. You agree that VeriS
certain information that you provide
You also agree that VeriSign may publish your Certlﬁca
information about its status in VeriSign's repository of g
information and make this information available to othe]

If all the information above is correct,
click Submit to continue.

®

@ 2011, VeriSign, Inc. All rights reserved.

javascript:javascript:lastCheck()

%‘riSign-

The Vadae of Trust™

Dagnnl ID Center

Your Digital Certificate request has been submitted for
approval

Digital ID Services

Once your digital certificate request has been approved, you will receive an email with
instructions for installing your digital certificate. If you do not receive it shortly,
contact your administrator.

© 2011, VeriSign, Inc. All rights reserved.

¥4 VeriSign

\ TRUST NETWORK™

J Trusted sites fa v H100% v
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U3n15 Symantec Secure E-mail

41

~ H:,:;,@Q

(Ca =
y Message
SES ST I

Reply Reply Forward

Delete Move tqg

Messags

General Detail#j Certification Path | Trust

Certification path

VeriSign

to All Folder { signatur 2 ]
Resvana +d securit] Symantec Secure E-mail C4
Select a Messa Jason Sheffield
This message was sent with High imporg
= TS = Signe
From: Jason Sheffield o
To: Sophia Abramovitz; Jasqg Subié Signal
e From p—
Subject: SymDemo Currently Un o Signin
Signed By:  jason_sheffield@symaf ~ o] Diges
g Signal
(bcc’d All SymDemo Users)
All, g
The SymDemo Herndon facilit] Descript ' Certificat
restored. We are sorry for any 1 OK: Sigl Issue
Regards, HegS certiﬁ1 Certificate status:
i This certificate is OK.
The SymDemo Admin Team Click any
changes
Edit
v Symantec. [ed
[Cwar
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4 iandantyuay Trust

LNAdU lanrntsadinsanua...

 Authentication

— Identity wavi lvidallannatAtu
« Confidentiality

— qayatinuiiudiua?
* Integrity

— qaya Lidwisagniaauudasunla
* Non-Repudiation

— qaya lidwsngnljiasainusuiiaaay
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15015 VIP Authentication

VeriSign Identity Protection (VIP)
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LuUi1usn15 VIP Authentication Service

e two factor authentication
o 1Hluusnisnatiluszuumanaa, high availability.

e Full self service APIs with extensive
dodcumentatlon, integration guides and sample
code.

— &u15a Integrate wialdoulaaaly 1 anviae!
e Multiple form factors and delivery methods:

— Hardware credentials (OATH open standards, multiple vendors)
— Software credentials (Browser tool bar)
— Mobile credentials (iPhone, Android, Blackberry, 650+ phones)
— Embedded credentials (embed into your own mobile application)
— SMS credentials (SMS to user phone)
— Voice credentials (Automated phone call reads out OTP to user)
e Credential anusal2advruladiu multiple member sites

— | lA"lid i Husaefi Credential wang1usuladviu OTP aasusias vl a6
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VIP Authentication: Sharing Second Factor Authentication

CONSUMERS / USERS

UID: Jasmin123

********

Jasmine

Token ID: X13GH2

NETWORK MEMBERS

PORTALS

Imifini

VIP NETWORK

)

NETWORK OPERATOR
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VIP Mobile Application

- lifiAn19f31alus~ Mobile Application

- A uan lang1n http://m.verisign.com uaz App Stores
— Apple AppStore, BlackBerry AppWorld, Android Marketplace
- Unsalnsassu

iPhone”
iPod touch”

—

— 311N91 650+ popular handsets Androld™  giackaerrys
RIM, Apple, Moto, Nokia, LG, Samsung, —

Sony Ericsson, Sanyo, Pantech and more o el
568405 *

642719 ¢

==
=
=

VSMT00803896
Sty Code OF

Generic version supports most J2ME phones 082276



http://m.verisign.com/

ALAUYDY Symantec VIP

. Best ROI §iafizusiu Traditional OTP

— ARMNIY LUA2INNITRINUAIUEITALISULALN1FLIFISNT

« Web Service API
» Developer tools available: https://vipdeveloper.verisign.com

— dAudhiasgdy
— anAllintvidanuainanalunig lauigy OTP

o Alg31aludruway Hardware Token, A1 SMS

— Shared Credential

» https://idprotect.verisign.com/wheretouse.v

AUSTRALIR

Euﬁmu Shipwire ‘) rOST

€Y @regomione Suecriniynen KERE  potams
v Symantec. -



https://vipdeveloper.verisign.com/
https://idprotect.verisign.com/wheretouse.v

VIP Consumer Authentication

i

SOAP
bervices

End User with VIP
Credential

Login using username,
password, OTP
from VIP credential

Exifting User
Dhtabase
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VIP Enterprise Authentication

&tv&k‘

Setlvicegs

E

One Credential

X If VIP Network Sharing Is Enabled
Many Services

>
3*3%

Validggion
Cr S
per VIP Mem

ber

VeriSigngVIP Authstication&ervice

-

Enterprise Network

Webmail
Server

Servers

,,

Access From Inside or Via VPN

Access From Inside or Via VPN

@symantec.com V1 05NOV10

Helpdes
Crede

Nick Savvides nick_savvides

Y
QL
3
Q
=
D
A



Out-of-Box Integration With Existing Applications

Web Interface for . .
MetaFrame- CITRIX

og On to Windows
@riSign- .

To firish logging on to your computer, use your token to generate
a one-time password and enter it here.

g,a OutlookWeb Access

Dnetitme password:

Windows Logon Wi-Fi Logon (802.1X) Outlook Web Access

o] WatchGuarr.r

CITRIX'  ‘cisco

Aventall

UGB software - Validation SDK

also available

Tivoli Access Manager Unix PAM




Demo VIP (OTP)

Presentation Identifier Goes Here fSymanteC,_
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Thank youl!

Nopchai Tangtritham
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